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A:  GENERAL COURSE OBJECTIVES

The course focuses on the fundamentals of data communication using computer networking. Generally, the student will demonstrate an understanding of:
1. the fundamental concepts of data communication using computer networking.
2. the networking terminology, networking theory and established standards, and implementation of wide-area and local-area networks.
3. the various computer hardware and software components of computer networking.

4. the computer networking specialty areas such as remote access connectivity and virtual private networking.
B:  SPECIFIC OBJECTIVES
Upon successful completion of this course, the student will be able to:

1. Describe the basic concepts of data communication using computer networking.
2. Discuss the brief history of electronic communication and networking.

3. Describe the categorization of networks according to physical scope, administrative level, and network operating system, protocols in use, topology, and architecture.

4. Identify and explain several networking models such as the Department of Defense model, Open System Interconnection model, and vendor-specific models.
5. Describe and demonstrate signaling methods such as analog, digital, broadband, baseband, asynchronous, synchronous, simples, duplex, and multiplexed signaling and describe different media access methods.

6. Describe and demsonstrate popular local area networking types, including Ethernet, Token Ring, FDDI, AppleTalk, and ARCnet.
7. Describe a variety of wide area networking connections, as well as high-speed connectivity solutions such as ATM, SONET, and SMDS.

8. Demonstrate local area network and wide area networking solutions such as proxy servers, network address translation, routed connections, and internet connection sharing.

9. Identify various types of networking media such as cables, wireless technologies, connectivity devices and network switches.
10. Describe common types of local area networking and wide area networking protocols.

11. Discuss the evolution of the Internet and identify the protocols used for Internet communications.

12. Describe the general network administration practices and identify the common server operating systems in specific detail.

13. Describe and demonstrate the interoperability solutions and protocol gateways that allow computers running different operating systems, protocols, and platforms to communicate with one another.

14. Explain and demonstrate and the methods of connecting to a server from a remote location using remote connectivity devices.

15. Explain the overview of virtual private networking and the tunneling protocols used to provide VPN security. 

C:  COURSE CONTENT 
1. Introduction to Networking Concepts
2. Brief History of Computer Networking
3. Categorizing Networks

a. Categorizing Networks by Physical Scope

b. Categorizing Networks by Administrative Method

c. Categorizing Networks by Network Operating Systems

d. Categorizing Networks by Protocols

e. Categorizing Networks Topology

f. Categorizing Networks Architecture

4. Networking Concepts, Models, and Standards

a. Computer Communication Concepts

b. Networking Models

c. Networking Standards and Specifications

5. Networking Communication Methods

a. Signaling Methods and Characteristics

b. Media Access Methods

6. Local Area Networking

a. Ethernet

b. Token Ring

c. FFDI

d. AppleTalk

e. ARCnet

7. Wide Area Networking

a. WAN Hardware

b. WAN Topologies

c. Network Switching Types

d. Emerging WAN Technologies

8. Software and Hardware Components of Computer Networking

a. Network Interface Card

b. Network Media

c. Network Connectivity Devices

9. Networking Protocols and Services

a. NetBIOS/NetBEUI

b. IPX/SPX

c. TCP/IP

10. Internet Technology

a. Evolution of the Internet

b. Components of the Internet

c. Internet Services

d. Internet Boards
11. Network Operating Systems

a. General Network Administration

b. Overview of Network Operating System

12. Hybrid Networks

13. Remote Access Connectivity

a. How Remote Access Works

b. Remote Access Connectivity

c. Remote Access Security Issues

14. Virtual Private Networking

a. VPN Protocols

b. VPN Security

c. VPN Performance Issues

d. Types of Virtual Private Networking

D:  TEXTBOOK

Computer Networking Essentials, Debra Littlejohn Shinder. Cisco Press, 2001

E:  REQUIRED COURSE MATERIALS  

Textbook
F:  METHODS OF INSTRUCTION

Lectures, computer hands-on/demonstration, class discussions, powerpoint presentations, videos, site visits, and various individual and group assignments.

G:  EVALUATION:
Assessment will be in the form of projects, quizzes, homework, individual assignments, and exams given throughout the semester.  Grades will be assigned based on the following percentage of total points received from projects, quizzes, homework practice sets, and exams.

90 - 100% = A;    80 - 89% = B;   70 - 79% = C;   60 - 69% = D;    59% and under = F
H:  CREDIT BY EXAMINATION AVAILABLE FOR THE COURSE
None  

I:  ATTENDANCE POLICY
The College attendance policy shall be applied. 

J:  ACADEMIC HONESTY POLICY
The College academic honesty policy shall be applied. 
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